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This document is about the following vulnerability of Share360 and its solution. 
 
Identified vulnerability 
- The user list can be obtained arbitrary. 
 
 
Object product 
 Cybozu Share360 Version 2 

 
*Affected applications 
 - Cybozu Share360 Reminder 
 - Cybozu Share360 Sync for Palm OS(R) 
 - Cybozu Share360 Sync for Pocket PC 
 - Cybozu Share360 Outlook Sync 
 
* You do not need to implement the solution in the following cases. 
 - If you have selected [Select from User Name] or [Select from Group name and User name] for 

[Login Method]. 
 - If you do not have problem for the user list being viewed by third party. 
 
<Ref>  
"Set Up Login Method" 
http://www.cybozu.com/supportcenter/s360v2/systemsettings/settingsvolume.cbml?volumeID=3
06&csl=010 
 
 
Caution 
 
■Overview 
The vulnerability will be solved by deleting the specific template files in the install directory of 
Cybozu Share360. 
 
■Impact 
You cannot use Cybozu Share360 Reminder, Cybozu Share360 Sync for Palm OS(R), Cybozu 
Share360 Sync for Pocket PC, Cybozu Share360 Outlook Sync after you implement the following 
solution. If you want to continue using these applications, do not implement the solution. 

http://www.cybozu.com/supportcenter/s360v2/systemsettings/settingsvolume.cbml?volumeID=306&csl=010


Solution 
*This solution is applicable to both Windows and UNIX environment. 
 
■ Back up your original product data. 
 
1. Open Admin Tools > Share360 Account > Diagnostic Environment page in Share360.  
2. Confirm the Executable Directory*.  

*The value of the Executable Directory is the directory that contains the original Share360.  

3. Save backup files of the followings: 
   - Files in the data directory 
   - Files in the file directory 
 
■Delete the specified template files. 
 
Delete the following two files from (install directory)¥s360¥page folder. 
 
- SyncUserList.html 
- RMOfficeUserSync.html 

 
<Ex> 
If you have installed Share360 in the default Windows IIS directory, delete the two files below 
from C:¥Inetpub¥Scripts¥s360v2¥s360¥page folder. 
- SyncUserList.html 
- RMOfficeUserSync.html 
 
<Caution> 
Be sure to delete the template files. If you rename the files and leave them in the same folder or 
move them to different folder, the user list can still be obtained arbitrary using the new file 
name. 
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